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How Medical Device Manufacturers can Enhance Operational Efficiencies While Meeting FDAMA Compliance Demands 

The Dilemma
	The Food and Drug Administration Modernization Act (FDAMA) requires that manufacturers have the ability to track certain devices. Section 519(e), as most recently revised by FDAMA, states the agency may require tracking for class II or class III devices: (A) the failure of which would be reasonably likely to have serious adverse health consequences; or (B) which is intended to be implanted in the human body for more than one year; or (C) which is a life sustaining or life supporting device used outside a device user facility. 
	Within the past 18 months, for example, the Food and Drug Administration requested Guidant Corporation to issue recall notices for more than 300,000 implantable heart devices. Problems with devices have ranged from minor flaws to premature battery depletion. In some instances, a malfunction allowed moisture to seep into the device.   
	In yet another example DePuy Orthopaedics was ordered to provide records of recipients of the firm’s  ASR XL Acetabular System and the ASR Hip Resurfacing System. These DePuy ASR hips have been implanted since 2005 in the United States and since 2001 internationally.  DePuy estimates approximately 10,000 patients may need revision surgery because the device is defectively designed and manufactured so that high levels of metal ions are released from the Depuy ASR hip. This metal ion release damages tissue, causes pseudotumours, and results in osteolysis requiring hip revision surgery to remove and replace the device. 
		It seems that medical device manufacturers are caught up in a never ending dilemma: believing that they have the tools to comply with FDA regulations pertaining to the quality and traceability of products produced, they are nonetheless continually faced with complying with a set of newly imposed regulations.
		Facing new guidelines, many device manufacturers simply add additional manpower, while others adopt more stringent software to facilitate compliance.  In both instances the companies’ cost of manufacture increases, and price increases follow, agitating and often disrupting markets and supply chains. 
	While many software vendors offer solutions that enable the medical device manufacturer to trace both parts and devices from supplier to end user, these solutions are typically “add-ons” that require complex integration with existing ERP (Enterprise Resource Planning) software.  However, one company, SYSPRO, offers Enterprise Resource Planning software that facilitates manufacturing and distribution operational efficiencies while also enabling manufacturers to abide by the stringent traceability rules enacted by the FDA.

THE SYSPRO SOLUTION
		Today’s medical device manufacturers operate under extremely high market pressures: within a commercial environment defined by high-risk, increasingly small windows to market, and strict government, regulatory, and standards requirements, makers of medical devices are asked to make new goods, more goods, and make them at ever higher efficiencies. Strong growth is expected, as are bottom line profits. This is not a domain for the faint of heart.
		To help successfully perform the delicate balancing act required of them, medical device manufacturers worldwide are turning to SYSPRO’s integrated enterprise business solutions. SYSPRO for Medical Devices is designed to assist the medical device industry in developing, marketing, and distributing devices that will surpass evolving medical technology and avoid obsolescence, while controlling medical liability and other significant costs. SYSPRO's applications enable electronic collaboration with doctors, clinicians, engineers, and consultants in the design and marketing of new products, and will track material movement throughout the supply chain, simplifying safety and health compliance and lowering costs in clinical trials. Whether a company is a manufacturer or distributor of products such as latex gloves, tape, gauze and syringes, or specialized diagnostic and therapeutic devices and instruments, SYSPRO offers an effective framework for price setting and analysis.
		SYSPRO understands the commitment necessary to grasp the often subtle and constantly changing market requirements, financial stress, and regulatory compliance demands of today’s accelerating global medical device marketplace; and, as such, it continues to underscore its corporate commitment by allocating the time, resources, and energies necessary for incisive research and development, collaborative communications with customers, and participation in essential industry and standards organizations. As a result, SYSPRO is uniquely positioned to leverage its hard earned domain expertise in medical device manufacturing to meet the immediate and anticipated needs of its growing customer base in this critical industry sector. 
		Among the current challenges SYSPRO for Medical Devices is helping manufacturers address:

1. Globalization of the enterprise
As manufacturing expands globally to take advantage of specific local environments that enable greater cost efficiencies, SYSPRO ensures quality and compliance across the enterprise and across borders. It also can deliver analytics to help determine if or when if makes sense to move manufacturing offshore or keep it where currently situated.

1. Regulatory issues
SYSPRO for Medical Devices supports regulatory compliance across the global enterprise, providing strong assurance for consumers, employees, and stakeholders at large.

1. Sustainable design in manufacturing
Sustainable design is the philosophy, increasingly adopted across a host of industries, of designing physical objects, the built environment, and services to comply with the principles of economic, social, and ecological sustainability. By supporting lean manufacturing and efficient supply chain initiatives, SYSPRO helps support sustainable design while driving higher margins and bottom-line accountability.
	


1. SPECIFIC MARKET OVERVIEW

		Federal Drug Administration (FDA) investigations of medical device companies for failure to comply with regulations are an ongoing concern for stakeholders, corporate management, employees, and the public that uses the products manufactured by these organizations. These regulations are well known:  it has been over a decade since the FDA’s 21 CFR Part 11 and Part 820 took effect, and a little more than five years after that the International Standards Organization published ISO 13485, a standard that represents the requirements for a comprehensive management system for the design and manufacture of medical devices. 
		These requirements are the key provisions of regulatory compliance. Along with good manufacturing practices (cGmp), recall management, and validation techniques, they provide the medical device industry with the safety and security guidelines that must be met while pursuing the commercial goals of greater operational efficiency and faster time-to-market through shrinking windows of opportunity.
		From the outset, 21 CFR Part 11 has been considered one of the most important—and perhaps most challenging—of the compliance provisions; however, the FDA’s Compliance Policy Guide, Section 160.850, clearly states what it requires for medical device manufacturers to be fully compliant with 21 CFR Part 11.
		In this era of stringent regulatory oversight, medical device manufacturers are charged with meeting tight standards in quality, safety, and traceability. To do this they must provide documentation to substantiate procedures, including the granular details of those procedures. Historically, small and mid-sized medical device manufacturers were slow to abandon paper-based means of showing compliance. But the tenor of the regulatory environment (i.e., the FDA’s narrow interpretation of 21 CFR Part 11 and risk-based approach to enforcing compliance) has facilitated their movement toward automating data collection and using electronic records and signatures to provide faster and more efficient regulatory compliance while driving up efficiencies and productivity. By leveraging new technology, trends and exceptions are better identified, human errors are reduced, and the improved speed and integrity of data capture facilitates more penetrating analyses.
		Through its integrated software platform, SYSPRO has helped some of the world’s most celebrated medical device manufacturers and other life sciences organizations (LSO) keep strict compliance with agencies’ regulations. Operating in this highly regulated market, these businesses face considerable risks and challenges on a daily basis; SYSPRO solutions help them meet these tests by managing business processes to ensure industry and regulatory compliance, reduce manufacturing costs, enhance overall quality, and raise levels of customer satisfaction. The result: their progress and profits are being advanced through the very procedures that are protecting them by ensuring compliance through exceptional data integrity and sound security practices.
	 	This white paper details how SYSPRO solutions serve as powerful tools for medical device manufacturers by providing unparalleled performance in regulatory compliance, materials management, production management, sales and distribution management, recall management, and validation. Among the quality of service regulatory areas SYSPRO for Medical Devices addresses are:
	


1. REGULATORY COMPLIANCE

		The operative provisions of regulatory compliance for the medical device manufacturing industry center upon the FDA’s 21 CFR Part 11.	
		Title 21 CFR Part 11 of the Code of Federal Regulations deals with the FDA guidelines on electronic records and electronic signatures in the United States. Part 11 defines the criteria under which electronic records and electronic signatures are considered to be trustworthy, reliable, and equivalent to paper records. Practically speaking, Part 11 requires drug makers, medical device manufacturers, biotech companies, biologics developers, and other FDA-regulated industries, with some specific exceptions, to implement controls, including audits, system validations, audit trails, electronic signatures, and documentation for software and systems involved in processing electronic data that are (a) required to be maintained by the FDA predicate rules, or (b) used to demonstrate compliance to a predicate rule.
		To assist in complying with these regulations, SYSPRO provides the following tools:
1. Role-Based Security
1. Password Configuration
1. Audit Trails
1. Archive and Retrieve Documents
1. Financial Information
1. Monitor and Control
1. Workflow
1. Education and Training
1. Quality for SYSPRO
1. Electronic Signatures
		Role-based security defines who can access programs, activities, and fields—and control over warehouses—by an individual’s function within the organization. Security administration can be costly and prone to error because administrators usually specify access control lists for each user on the system individually. With role-based security, security is managed at a level that corresponds closely to the organization's structure. Each user is assigned one or more roles, and each role is assigned one or more privileges that are permitted to users in that role.
		Password configuration: SYSPRO requires operators to enter a unique login name and password to gain access to the system. What they can access is defined by who they are. When an operator goes into SYSPRO, the correct password is needed to access the desired information, and each additional transaction can require an alternate password for authentication (i.e., the system asks for the password to verify that the correct person is processing the transaction). This alternate password is required by the FDA to establish authenticity for certain transactions.
		The password configuration screen allows rules to be established for passwords (e.g., how often a password needs to be changed, how a password needs to be configured, requisite number of characters and numbers). Research shows that if password rules are too cumbersome (i.e., complex passwords and frequent changes), operators will write them down as reminders. This poses a greater security risk than a less taxing password policy.
		One area that must be considered is whether to enable the supervisor option, as in “supervisor password required.” With this option, a password can be configured that allows the administrator to override all operator passwords. If the administrator attempts to log in as another operator, he or she can supply this password instead of the operator’s password to perform any task that the original operator can perform. However, the job logging will reflect that the original operator, not the administrator, performed the task. So if this option is allowed, the company needs to provide documentation for the auditors of when it was used and how, and prove that it was not abused. 
		Users are limited to a number of unsuccessful login attempts (i.e., entering a wrong password). If the set number of unsuccessful logins is reached, that user name is suspended. A system administrator will be notified that a user name has been suspended. The administrator can allocate a new temporary password, which the user is forced to change on their next login. Lockout can be used when a user leaves the company, rendering a password useless; a timeout feature can be used on premises to prevent unauthorized access to the system by another onsite user via an idle account.
		The system setup program has an option to default the operator login code to the same one used to login to the network. This can be useful, providing that the operator codes are the same for both SYSPRO and the operating system.
		SYSPRO contains a List Program Access report that lists operators who are allowed to run a specific program and, optionally, what role conflicts exist for the program.
		An audit trail is a chronological sequence of audit records, each of which contains evidence directly pertaining to and resulting from the execution of a business process or system function. Audit records typically result from activities such as transactions or communications by individual people, systems, accounts, or other entities. Audit trails in regulatory compliance include system audit logs, job logging (including time stamping), and amendment journals. These and many other documents are available from SYSPRO as audit trails of what has happened on your system. They need to be produced and reviewed regularly.
		The System Audit Log records changes or events that occurred in SYSPRO affecting system security. SYSPRO’s job logging facility keeps track of each program that was run, who ran it, the date/time it started, and the date/time it finished. Audit trails are maintained for the life of the system and can be archived for maintenance purposes. An amendment journal/audit trail is also retained of changes made to the operator settings, the function performed as well as the before and after values.
		The archive and retrieve documents function includes archive files, SYSPRO Reporting Services, and SYSPRO Document Services.  SYSPRO has the ability to archive such things as sales orders, bills of materials, and work orders. At any point in time, these archived items can be retrieved. SYSPRO archives documents, and any standard report or document it generates, in XML. The XML format ensures that anything can be retrieved at any time, and that documents cannot be changed. This ensures validity of form, and the ability to run a report exactly as it was run originally, whether five minutes, five months, or five years ago.
		When files are archived, electronic data records are maintained in the secure database. Modification or deletion of records is restricted to ensure integrity throughout the record retention period. Users should have a procedure in place for the retrieval of these records, as well as a procedure to ensure that the original data and all backups of the data are available for the retention period.
		SYSPRO Reporting Services can be used to generate reports to satisfy most internal, customer, and regulatory needs. Form designers can create features such as the ability to enable or disable the display of form options or drop-down list items based on security privileges defined according to users, groups, or companies. They can also create custom report menus for selected users or user groups, protecting access to information. These documents can be e-mailed in PDF format to protect against breaches of security.
		SYSPRO Document Services enables the archiving of printed documents, as well as the ability to search the archives. This is a powerful addition to document printing, especially when used with the automation/scheduling function in printing. (SYSPRO Document Services is only for SRS format documents.)
		Financial Information is the lifeblood of any manufacturing organization. SYSPRO provides a number of sophisticated tools that help make the understanding and communication of financial data a powerful benefit to medical device manufacturers. 
		With SYSPRO’s Financial Report Writer, companies have the ability to publish in HTML. This brings financial reports to life by making them interactive, and allows the user to drill down to the details that contribute to the values on the reports. One can easily see all the accounts that comprise sales data or all the inputs into process data. For instance, with sales data, after looking at all the contributing accounts as a group, it is simple to drill down into any single account’s details, and then go further still into original source documents. In this way, financial reports become a rich source for analysis and investigative work.
		SYSPRO business analytics uses online analytical processing (OLAP) cubes for flexible and incisive analysis of financial data. A particularly useful feature in SYSPRO is its ability to display a comprehensive set of business ratios and other information as dashboards. The dashboards provide a wealth of “operational views” that show the organization from different perspectives, all in the moment. Additionally, “what-if” dashboards project ratios based on how the numbers would differ if information were to change. These dashboards are automatically refreshed with current information.
		Monitor and control provides manufacturers with the ability to create and disseminate alerts when particular activities or exceptions occur. The system is designed to control key business processes that require additional scrutiny for regulatory compliance. 
		SYSPRO Workflow Services allows the manufacturer to clearly define processes: how specific steps are to occur, notifications, approvals, etc. Regulatory compliance is supported through workflow by assuring that approvals are given where and when they are needed. Workflow may also be used to sequence the steps as defined by the project administrator to meet defined procedures. These steps limit operators to specific functions and controlled responses. In addition, process control violations and other events are managed through a controlled sequence of steps to ensure proper compliance with the event.
 		Detailed education and training services are tailored to meet the needs of users who will use the system, and help ensure that the system is being used properly to support regulatory compliance needs. To facilitate this process, the SYSPRO Learning Channel (SLC) uses step-by step learning to extend knowledge in a structured manner. The system also incorporates a Learning Management System (LMS) to enable managers to gauge the educational progress of each user, as well as to speed and improve new staff training.
		Quality for SYSPRO is designed to make certain that all employees are properly trained on the procedures necessary 21 CFR Part 11 compliance, and that they understand the ramifications of improper handling of data. The  FDA requires extensive documentation of internal controls. This significant exercise requires a major commitment on the part of the manufacturer. 
	

1. MATERIALS MANAGEMENT

		Materials management is the branch of logistics that deals with the tangible components of a supply chain. Specifically, it covers the acquisition of raw materials, spare parts, and replacements; quality control of purchasing and ordering such parts or goods; and the standards involved in ordering, shipping, and warehousing the parts and goods. The goal of materials management is to consolidate and efficiently handle core services.
		The FDA, ISO, HACCP, and cGmp require control of the information people process within a manufacturing organization to ensure the safety and functionality of the products being produced. Traceability (i.e., of material, equipment, personnel activity, and orders) is a fundamental requirement of national and international standards; SYSPRO tracks and records the resources used and actions taken during each step of production and generates a complete record for each lot of production.
		SYSPRO materials management tracks the exact locations and expiration dates of all finished goods in the warehouse. This enables material handlers to quickly find and use the oldest material in stock first to avoid wastage and spoilage. The system also ensures that items being returned are removed from available stock 
		The FDA requires that manufacturers have the ability to track up and down the supply chain. Any time a raw material is received, processed through production, or scrapped, the comprehensive details need to be traceable. In the event of a recall, one needs to know exactly what materials went into the product, what equipment was used to make the product, which personnel worked on making it, and which customers received the product. SYSPRO functionality provides for these requirements.

1. PRODUCTION MANAGEMENT

		Production management, also called operations management, entails the planning and control of industrial processes to ensure that they move smoothly at the required level. Techniques of production management are employed in service as well as in manufacturing industries. It is a responsibility similar in level and scope to other specialties such as marketing, human resources, or financial management. In manufacturing operations, production management includes responsibility for product and process design, planning and control issues involving capacity and quality, and organization and supervision of the workforce.
		SYSPRO production management provides basic design controls that serve as the foundation for establishing the physical form, safety, and functionality of the product being produced. It manages and documents design changes made in response to non-conformances or product enhancements, and transfers product design to the production floor after initial design and further product changes and enhancements.
		Key to production management is keeping control of the bill of materials (BOM). Any change made to a BOM needs to be controlled and documented. Then, production management needs to make sure that shop floor personnel have incorporated the change into the production process to make certain the product is being made at the latest BOM revision level. Finally, once the product is out the door, production management, just like materials management, needs to be able to trace what materials, equipment, and personnel were involved in the manufacture of the product, and which customers received it.
		Everything must be done in accordance with the manufacturer’s standard operating procedures. If production is not running to the latest revision or the proper spec, then the risk of discrepant material getting into the public domain rises. 
		SYSPRO production management helps ensure compliance with standards and regulations by:
1. Inspecting process controls, both in-process and sub contracted
1. Identifying and documenting non-conformance, then driving corrective actions
1. Documenting procedures, work instructions, and training certifications
1. Tracking tooling and equipment through testing, monitoring, calibration, and preventive maintenance


1. SALES AND DISTRIBUTION MANAGEMENT

		Sales and distribution management controls where and to whom the product is distributed. SYSPRO sales and distribution management establishes procedures for shipping quality assurance, reserves finished goods against customer orders, controls the lot issued to a customer, archives documentation of distribution, and handles customer complaints, including return of materials.


1. RECALL MANAGEMENT

		Whether items are voluntarily withdrawn or recalled under government mandate, it is imperative that manufacturing organizations recover and properly dispose of all recalled products to minimize customer impact and reduce liability. This is at the heart of recall management.
		SYSPRO recall management enables:
1. Forward or upstream recall
Tracing a single material through the manufacturing process, identifying what products contain it, when the products were shipped, and to whom they were shipped
1. Backwards or downstream recall
Tracing a single final product to identify what raw materials are contained in the product, when the raw material was received, where it was received, and by whom
		SYSPRO’s lot and serial tracking provides this traceability by creating a lot number, serial number, or other grouping of a part and automatically tracking each part as it flows from receiving through production to shipping to the customer. Additional information can be assigned, including a description, expiration date, and other user-definable fields.
		As jobs move through the plant, operators are prompted for additional information when issuing material or shipping finished goods. Inquiry capabilities allow the review of the flow of material lots as parts move through the manufacturing process.


1. VALIDATION

		Process validation is establishing documented evidence that your processes will consistently produce a product meeting its predetermined specification and quality attributes. Process validation is applied to the specific needs of each SYSPRO user company. While each validation is unique, numerous factors influence the actual validation process, including the number and types of manufacturing steps and transactions.
		SYSPRO provides validation scripts and documents for its solutions, as well as guidance and support in the preparation and conduct of validation. Medical device manufacturers need to validate that every time an action is performed within the system, the results are what is expected of the system. In other words, it is critical to validate that the procedures instituted do what they are supposed to do. From the very basics of adding a customer or work order, to processing a receipt, every single thing done in the system has to have a process associated with it. Validation occurs when it is certified that those processes are operating as expected.
		Each process has its own test script. Testing procedures describe a) the setup requirements as described in the Software Requirements Specification (SRS), b) all necessary steps for conducting each test, and c) the pass/fail signoff by the tester, which serves as a log of completed test procedures.
		In SYSPRO, a process-modeling module allows the manufacturer to define all its processes and attach associated documentation to them. Process definition typically starts at a high level and moves downward. For example, in a sales flow, at some point the sales order is processed and invoiced, but ultimately returned. This is the detailing of a Return Merchandise Authorization (RMA) process, to which there are multiple levels in process definition. Validations come to the fore when the workflow and each individual step are processed. In this instance, when specifying the processing of an RMA, document what is supposed to happen and what actually happens. A validation script is associated with each process.
		Often a company’s standard operating procedures are attached directly to a process, as along with the validation script done when the system was validated. This puts all the validation materials for a process into one place, which is required for auditing purposes and FDA compliance.


1. COMPLIANCE FOR PART 820

		Much of the discussion above relates to 21 CFR Part 11, designed to help ensure that LSOs can use electronic records and signatures that are equivalent to those based on paper and ink.  FDA 21 CFR Part 820 is also critical to medical device manufacturers, and compliance for Part 820 is strongly supported by SYSPRO. Commonly known as the Quality System Regulation (QSR), FDA CFR Part 820 outlines cGmp regulations that govern the methods used in, and the facilities and controls used for, the design, manufacture, packaging, labeling, storage, installation, and servicing of all finished devices intended for human use. These requirements are meant to ensure that medical devices are safe and effective; as such, medical device manufacturers undergo periodic FDA inspections to ensure QSR compliance.
		The grid below details subparts C through O of FDA 21 CFR Part 820 and shows what manufacturing elements—and what SYSPRO tools—apply to these classifications across materials management, production planning, quality management, plant maintenance, warehouse management, and sales and distribution.
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1. SUMMARY CONSIDERATIONS

		The medical device industry remains highly competitive and regulated. Regulatory pressures from the FDA and other governing bodies have had a beneficent impact on operations, despite the angst they have caused. By moving medical device manufacturers to employ new technologies to automate their regulatory compliance trails, regulatory oversight has helped many of these manufacturers to enhance overall efficiency and speed time-to-market by automating processes that formerly were manual and paper-based. Implementation of these technologies has also empowered these manufacturers to focus on innovation and quality.
		With software-based systems, manufacturers have dramatically reduced the time needed to capture critical information and improved the accuracy and control of that information. What once seemed a daunting task has turned into competitive advantage for those on the leading edge of regulatory compliance.
		For over 30 years, SYSPRO has been the leading provider of enterprise business applications for mid-market manufacturers and distributors. The company’s portfolio of solutions has helped medical device manufacturers meet the challenges of what sometimes seems a draconian regulatory environment, and in doing so, has improved these companies’ competitive standing through powerful ancillary operational benefits.
		Every day, SYSPRO empowers thousands of users at over 12,000 installations worldwide. The company prizes its role as a true technology partner for its customers, and remains committed in its focus on single and multi-site mid-market manufacturers and distributors, as well as on its specialization in multiple vertical markets.
		SYSPRO software delivers 360 degree, real-time visibility into simple and complex production and distribution processes throughout the supply chain. For manufacturers needing to assure regulatory compliance while improving their ability to compete, there is no better software supplier.
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